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CONCEPT 
Continuous data protection (or CDP) has been used by large enterprises for some 
time for disaster recovery and to achieve the highest level of business continuity. 
CDP synchronizes tier 1 data between sites to ensure availability of the most critical 
enterprise applications. Until recently, CDP has been used only by the largest 
companies and only for their most critical data. Even though these enterprises 
would like to use CDP for lower priority tier 2 data—and small and medium 
businesses (SMBs) would love any type of CDP—it was simply cost-prohibitive.  

Thanks to advances in virtualization, advanced disaster recovery methods that 
result in fast recovery and low system downtime are affordable by businesses of all 
sizes. Near-CDP (defined below) is now available to all organizations, from the 
largest enterprise to the smallest business, for a very reasonable cost. This option 
should be appealing to IT directors, CIOs, and especially CFOs. 

Before I explain how, let me first offer a definition of CDP and explain why your 
company (large or small) needs CDP. 
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5 THINGS YOU NEED TO KNOW ABOUT CDP 
Whether you are already paying big bucks for a disaster recovery solution that uses 
SAN (storage area network)-based CDP or you aren't sure what CDP is, here are 5 
fundamental concepts that we need to lay out before moving forward. 

1. CDP synchronizes data between two or more sites, either across a wide-area 
network or WAN (offsite) or within the same data center (onsite). CDP is used 
onsite to make mission-critical applications and storage systems highly 
available, and it’s used offsite for disaster recovery purposes in the event an 
entire data center is lost. 

2. CDP can provide offsite backup for disaster recovery AND replication for 
high availability. So unless your IT policy dictates otherwise, if you’re 
replicating offsite, you don't need to also back up the data and you don’t have 
to manage backup tape media, which can result in large cost and time savings. 

3. CDP takes business continuity and high availability to the next level. 
Unlike most traditional high availability (HA) solutions, CDP performs data 
synchronization that results in HA for the underlying data storage system. For 
example, HA solutions like VMware High Availability and VMware Fault 
Tolerance (FT) only provide HA in order to keep the virtual machine (VM) up 
and running, not HA for the underlying storage. With CDP, if your primary SAN 
storage becomes unavailable, protected VMs can be pointed to the secondary 
SAN storage with the replicated data and be quickly brought back up. 

4. CDP is synchronous data replication where data is written to both the 
primary and the secondary disk storage at the same time, before the database 
or application is notified that the data has been written. Synchronous data 
replication requires expensive storage hardware and software, as well as low-
latency, high-bandwidth WAN links.  

5. Near-CDP is asynchronous data replication where data is written to only the 
primary disk storage before the database is notified that the data has been 
written, and the data is later sent to the secondary disk storage. With 
virtualization, low-cost storage and lower bandwidth/higher latency network 
links (such as an Internet VPN tunnel) can be used for secondary storage. 
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3 OPTIONS FOR CDP 
As an IT manager, you know that there is always more than one way to get a job 
done. CDP is no different. Here are 3 options for implementing CDP. 

Option 1: “Legacy CDP” or Classic SAN-based CDP 
• Implementation: High-dollar SAN hardware and associated CDP software 

are used at each site to replicate entire SAN disks. 

• Pros 
– Has an RPO (recovery point objective) of zero (that is, no data loss) 
– Can work with VMware Site Recovery Manager (SRM) 

• Cons 
– Most expensive option 
– Must have identical SAN hardware at each site 
– Must replicate entire SAN disk 
– Cannot fail over an individual VM 
– Requires manual registration of all VMs in the secondary site, which can 

jeopardize RTOs (recovery time objectives) 
– Does not provide true CDP for applications that require Windows VSS 

(Volume Shadowcopy Services) for transaction consistency 
– Requires low-latency/high-bandwidth connection that is difficult to 

achieve with offsite replication and can impact performance of the 
production SAN 

• Estimated Cost: CDP software options of $20,000-$60,000 for each site 
(depending on the size of the SAN), plus identical SAN hardware for the 
secondary site (which can easily cost $100K or more). 

• Vendor Example: EMC RecoveryPoint, NetApp SnapMirror 

  

Figure 1. SAN-based CDP.   
Entire SAN disks are replicated, and identical hardware  

is required for the recovery site. 
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Option 2: Software-based Server Replication 
• Implementation: Software is loaded on each physical (or virtual) server, 

and all data on that server is replicated using asynchronous replication to 
an identical server running the same software at the secondary site. 

• Pros: Lower cost option for a handful of physical servers that need data 
replication. 

• Cons: 
– Oriented to physical servers (but can be installed in a VM) 
– Does not replicate VM configuration (for example, VMX files) or other VM 

“metadata” 
– Doesn't scale well to a large number of servers 
– Has an RPO of approximately 5 minutes (that is, up to 5 minutes of 

transactions can be lost) 
– Doesn’t take advantage of VMware vSphere Changed Block Tracking 

(CBT) 
– Can put significant load on a host if multiple VMs on the host are 

replicated 
– Still costly: requires identical hardware for the secondary server, requires 

replication software licenses on both the primary and secondary servers, 
and requires VM replicas to be powered on, which increases license costs 

• Estimated Cost: $2,000-$10,000 per physical server. 

• Vendor Example: Double-Take Software Availability  

  

Figure 2. Software-based server replication.   
Asynchronous replication is performed via a software agent inside the VM. 
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Option 3: Virtualization-enabled “Near-CDP” 
• Implementation: Servers running VMware vSphere track changed data in 

VMs, and that changed data is sent using asynchronous replication across a 
LAN or WAN. 

• Pros 
– Lowest cost option 
– Affordable for all tiers of data 
– Can replicate between different types of hardware 
– Doesn’t require VM replicas to be powered on 
– Is application aware and can use Windows VSS to quiesce transactional 

applications to ensure data consistency 
– Uses the latest VMware vStorage technology 

• Cons 
– Has an RPO of approximately 5 minutes 
– Potential for slight delay in transaction processing when application 

consistency options such as Windows VSS are used 

• Estimated Cost: Several hundred dollars to a few thousand dollars per 
host, depending on the size (number of CPUs) of the host. 

• Vendor Example: Veeam Backup & Replication 

 
  

Figure 3: Virtualization-enabled “Near-CDP”. 
Only changed blocks are replicated via the storage layer. Allows  5-minute RPO 

and supports replication between different types of hardware. 
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Summary Table 

 1 

HOW VIRTUALIZATION MAKES CDP 
AFFORDABLE 

With companies moving more and more toward 100% virtualization of servers, it 
makes sense to take advantage of the many benefits gained from using 
virtualization. One of these benefits is that your virtual servers are hardware 
independent. This provides portability from the primary site to a secondary site 
where the physical server and storage hardware can be totally different. 

When VMware released vSphere 4 in 2009, they made some big changes to the 
vStorage APIs for Data Protection that the backup and replication vendors use. The 
most notable change was in the area of CBT. With CBT, the vSphere ESX(i) 4.x server 
keeps track of blocks changed on a VM’s virtual disk.  

                                                 
 
 
 
1 An RPO of zero is possible only if synchronous replication can be maintained. This is difficult if replicating 
offsite and is impossible if using VSS. 
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With this change, virtualization-enabled CDP—or Near-CDP—becomes the most 
affordable and most logical disaster recovery choice for businesses of all sizes. Here 
are 3 reasons why: 

1. More Dependable: With Near-CDP, replicated VMs are consistent and 
dependable. Database transactions and file systems can be put into a 
consistent state when backups or replicas are performed, and you have full 
confidence that you can quickly get these critical applications up and running 
without lengthy database consistency or file system checks. Legacy CDP 
solutions may have optional VSS agents for transaction consistency, but if you 
use these agents, replication is asynchronous and you lose the zero RPO that 
you paid so dearly for. 

2. Less Cost: The cost for Near-CDP is 80% less than legacy CDP.2 Near-CDP 
doesn't require you to have the same expensive SAN equipment at the primary 
and secondary sites. For example, you could have a low-cost iSCSI SAN 
appliance at the secondary site where all VMs are replicated to. Additionally, 
you aren't tied to the expensive CDP solution from your SAN vendor and 
instead are able to choose from a variety of lower cost solutions. 

3. Most Scalable: With Near-CDP, you replicate exactly what needs to be 
replicated—namely, the VM disks where your critical data is stored. With legacy 
CDP, you are forced to replicate entire SAN disks. With Near-CDP, as the 
number of VMs grows, you can easily opt to replicate all VMs, no matter what 
type of storage they are contained on. 

 

CONCLUSION 
Thanks to advances in virtualization, the highest level of business continuity and 
disaster recovery is now affordable. Companies of all sizes should consider 
implementing Near-CDP for their virtual infrastructure. With Near-CDP offering 
higher reliability, lower cost, and more scalability, using Near-CDP for all VMs is the 
smart thing to do. Large enterprises should re-evaluate their use of legacy SAN-
based CDP for tier 2 data and consider Near-CDP with virtualization. At the same 
time, SMBs should evaluate virtualization-enabled data replication to protect 
critical company applications and implement Near-CDP.  

  

                                                 
 
 
 
2 80% is a conservative estimate that comes from a consolidation ratio from the primary (production) site 
to the secondary site of 5x. In other words, a server in the secondary site can hold 5 times more VMs than a 
server in production. If you take into account other costs like expensive SAN hardware and more complex 
management, the cost savings are even greater. 
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