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Webinar Mechanics

 Submit text questions in the chat log. 

 Q&A addressed at the end of the session. Answers will be posted 
within two weeks on our new LinkedIn Group, EBS Answers: 
http://www.linkedin.com/groups/EBS-Answers-4683349/about

 Polling questions will be presented during the session.  If you want 
CPE credit for this webinar, you must answer all of the polling 
questions.

 A recording of today’s event will be available for 90 days for 
conference registrants.
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http://www.linkedin.com/groups/EBS-Answers-4683349/about


Learning Objectives
Objective 1: Identify challenges in setting policies and 
evaluating access. Can you trust SOD spreadsheets?

Objective 2: Map business activities to EBS Users, 
Responsibilities, Menus and Functions

Objective 3: Look at processes and software tools that 
can be cloud-based compared to on premises.

Objective 4: Analyze the stakeholders and participants in 
SOD projects, and the timeline for action.

Objective 5: Position SOD controls, set goals, and define 
success in the larger financial risk framework.

3|



eprentise Can… …So Our Customers Can:

Consolidate Multiple EBS Instances

Change Underlying Structures and 

Configurations

 Chart of Accounts, Other Flexfields

 Merge or Split Ledgers or Sets of 

Books, Operating Units, Legal 

Entities, Inventory Organizations

 Calendars, Currency, Costing 

Methods

 Asset Revaluation, Inventory 

Valuation

Separate Data

Finished But Not Done®

: Transformation Software for E-Business Suite

Reduce Operating Costs and Increase 

Efficiencies

 Shared Services

 Data Centers

Adapt to Change

 Align with New Business Initiatives

 Mergers, Acquisitions, Divestitures

Avoid a Reimplementation

Reduce Complexity and Control Risk

Improve Business Continuity, Service Quality 

and Compliance

Streamline Operations with Visibility to All Parts 

of the Business

Establish Data Quality Standards and a Single 

Source of Truth

Company Overview: Incorporated 2007, Helene Abrams, CEO
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Presenter – Skip Straus

 Started working with Oracle E-Business Suite while at 
Oracle in 1996, on the roll out of Multi-Org and AIM 
2.0

 Has worked with EBS customers in the areas of 
archiving, migration tools, telecom management 
services, auditing, SOD controls, and revenue 
management in several roles

 Helped eprentise customers with EBS transformations

 Develops EBS bolt-on and cloud products with Oracle 
APEX

 Author of white papers and a presenter at Collaborate, 
Openworld, and regional OAUG events
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© 2005-2014 Absolute Technologies Inc. All Rights Reserved.

SOD Violations Manager

We help Oracle EBS customers boost user productivity in the areas of 
GRC Auditing and Certification, Self Service Provisioning, Revenue 
Visibility and more recently, Indirect Tax Compliance tools.

5 July 2016



Abstract

 Segregation of Duties in EBS mitigates financial 
and audit risks, which can be separated.

 The Auditor’s matrix clearly defines policies. But 
the EBS access model has twists and turns that 
make it difficult to know for sure who can do what. 

 Once you know, how do you eliminate SOD 
violations? 

 An EBS expert provides an overview of SOD 
applied to Oracle E-Business Suite, based on work 
with EBS customers and knowledge of different 
SOD control products.
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SOD Control Topics
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EBS User Access and SOD Controls

Key Activities

 Define Policies

 Grant Access 

 Evaluate SOD

 Report 
Violations

 Remediate

 Report 
Compliance
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Different Roles and 
Stakeholders for SOD
 Team sport: No “single point of contact” for SOD controls over 

Oracle E-Business Suite 

 Below level of Audit Committee

 Typical decision makers responsible for EBS SOD policies and 
compliance (some sharing)

 Controller

 Internal Financial Auditor

 IT Controls Auditor

 Oracle EBS Dev. Or Support Manager/Director

 IT responsible for reporting (potential bottleneck)

 Business Process Owners (or BSAs) responsible for reviewing user 
access (usually Responsibility level)
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Poll Question
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Auditor Recommendations 

 Review global user access rights 

 Review standard user profiles (Responsibilities)

 Eliminate access to conflicting business 
capabilities

 Review access rights periodically

 Prior to granting access, ensure no SOD issues 
will be created

When business requires user to have conflicting 
access rights, employ compensating controls
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Example – Conflicting Responsibility Matrix

13
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Example – Conflicting Functions Matrix

14
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SOD Control Process
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SOD Compliance Metrics
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Metric Comment

EBS “Core” Users ## Most in scope for risks

iSuppliers, iCustomers, iRecruits ## In scope for SOD analysis?

EBS Operating Units ## Useful for subdividing ratings

EBS Production Instances ## Introduces complexity 

EBS Responsibilities ## Drives project scope

Function Conflict Pairs ## Select relevant set to keep 

manageable scope.  Can always 

adjust.  Alternative is Function 

Group conflict pairs.

Total SOD Function Violations ## Keep score.

Users with SOD Violations ## Keep score, prioritize users.

Responsibilities with SOD Violations ## Prioritize.

Functions with SOD Violations ## Evaluate risk.



SOD Process Metrics
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Metric Observation or Comment

Single Responsible Individual with Clear Authority Y/N Unusual

Budget  $$ Rare

Knowledge of expenditures Y/N Rare. Actual costs are hard to quantify.

Downside risk impact defined Y/N Vague, auditor disapproval vs. business risk 

Process Owners ## Useful to understand scope

To define EBS SOD function conflicts  Phase I, finite

To report SOD conflicts  Phase II, rapid

To agree on changes that eliminate SOD conflicts  Phase III, open ended

To change User Responsibility  Phase III, quick and low cost.

Time to change EBS Responsibility or Menus  Phase III, takes more time, involves IT and 

release controls.

Elapsed time to zero SOD violations,

aka total SOD compliance 

Often prolonged due to low priority and 

organizational discussions



User Distribution by Responsibility 
– Two EBS Customers
 AM on left and UN on right

 Observations

 Ignoring user counts, which will more challenging SOD 
problem?
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Responsibility Provisioning
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User Responsibility Login Analysis

User access 
management includes 
SOD

Monitor users who 
don’t use 
Responsibilities 

 Removing that access 
simplifies and reduces 
SOD scope, while 
improving security
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Logins – Aging Analysis

 User::Responsibility Logins

 Review of aging analysis provides data to suggest 
removal

 Can be part of periodic user access reviews
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Where Do Rules Come From?

 Financial Auditors

 Risk Advisory Services

Global corporation’s corporate internal auditors

 The Division that first had to implement SOD

 Software providers

Usually involves judgement and tailoring when 
adopting someone else’s rules
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Function Conflict Pair

 Responsibility pairs are unreliable

 Conflicts with > 2 functions are sometimes required
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SOD Conflict Definitions
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 Conflicting Function Pairs

 Restricted Functions (sensitive single functions)



Function Groups Map to Business 
Activity
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Function Group Members
Auditors think about business activities

 Function groups provide a bridge between 
auditors and EBS technical support analysts

Control scope by disabling some of a group’s 
member functions
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Function Group Conflict Lists
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Function Group Conflicts
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Poll Question
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SOD Violation Single Row
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EBS Person Detail
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Check User Responsibility Context
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Violation Reporting Exemption
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Conflict Exemptions

 Exemptions 
should be 
balanced by 
mitigating 
(preventive) or 
compensating 
(impact 
reduction) 
controls

 Some users may 
need exemption 
from the full 
scope of conflict 
definitions
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Users With Violations

 Remediation and risk reduction requires 
tracking and changing access for individual 
users

 Some remediation, e.g. menus, will impact 
multiple users at once
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Remember the Auditors’ 
Conflicting Functions Matrix?

37
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Group Conflict Violation Summary

 This is the level for executive reporting and 
work with auditors
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Group Conflict Matrix 
Violations
 This is what maps back to the Auditors’ matrix

 It plugs the violations into the matrix of conflicting 
business activities
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Violation Classification Guides 
Remediation
 Each of the four classifications calls for a different 

remediation technique

 With this analysis, you can plan the remediation effort and 
schedule
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On-Premises vs. Cloud SOD

 Big audit firms often extract data for off site 
analysis and summary level reporting

 Most useful to have SOD control ‘bolted on’ to EBS

 Given the organizational and resource challenges 
faced by internal auditors relying on IT, cloud 
solutions are attractive and quick to adopt

 Main differences
 Authentication

 Real time FND data

 User interface (forms vs. web browser)
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EBS and On-Site SOD
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EBS and Cloud SOD
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SOD Control Topics

44|

Why Control 

SOD?

False Positive 
Violations

Auditor 

Matrix
SOD Violation 

Matrix

Function 
Group 

Conflicts

Predicting 

Violations

SOD 

Violations
EBS User 

Access [Paths]

Define 
Restricted 
Functions

Define SOD 

Conflicts

SOD Control 

Alternatives

Cloud SOD 

Controls

Responsibility 
Request & 
Approval

Logon 
Analysis & 

Aging

Remediation 

Approach

Track 
Compliance 

Progress

Responsibility 
Provisioning

SOD Control 

Stakeholders

Mitigating 

Controls

User 

Exemptions



Poll Question
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Contact

Skip Straus

VP Marketing and Sales

Skip@absolute-tech.com

Absolute Technologies

www.Absolute-Tech.com
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Join our conversation with #EBSVC16



Thank you for attending the EBS 

Answers Virtual Conference. 

Please be sure to visit the exhibitor 

showcase to meet with EBS 

solution providers, and enter for a 

chance to win giveaways!  


