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•30 Years of Excellence

• 9 of the Fortune 10

• 85% of the Fortune 500

• Licenses in over 50 Countries

Company Overview
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• Support - Live Operator 24x7x365

• SEA Employee

• Training

• Conversions

• Consulting

Company Overview
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SIEM  – What is it ?

• Security information & event management
–solutions are a combination of the formerly disparate 

product categories of SIM (security information 
management) and SEM (security event management). 
SIEM technology provides real-time analysis of security 
alerts generated by network hardware and applications.

– SIEM solutions come as software, appliances or 
managed services, and are also used to log security 
data and generate reports for compliance purposes

From Wikipedia, the free encyclopedia
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SIEM  – What is it, really ?
(security information & event management)

• Data Aggregation:  log management  solution,  aggregate data from 
many sources 

• Correlation: looks for common attributes, and links events together 
into meaningful bundles.  

• Alerting: the automated analysis of correlated events and production 
of alerts, to notify recipients of immediate issues.

• Retention: SIEM/SIM solutions employ long-term storage of historical 
data to facilitate correlation of data over time, and to provide the 
retention necessary for compliance requirements.
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SIEM – Why and How?

• Fact: Multi-platform environments are the reality at nearly 
all companies.

• Company Goal: Consolidate relevant event information 
from multiple environments onto a single console 
require a SIEM (Security Information & Event Manager
solution). Optimally, security event information should be 
both infrastructure-related as well as application- related.

• Method: Syslog & SNMP are the most widely used 
protocol for sending alert messages in real time to SIEM 
solutions.
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iSecurity SIEM Partners

– IBM Tivoli Security Manager 
– Q1Labs (recently purchased by IBM)
– RSA enVision
– GFI
– iSecurity also proven with Arcsight, HPOpenview, CA 

Unicenter and others
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Security Information and Event Manager (SIEM) 
Products

IBM i IBM iPCPC Linux Unix MF

Individual & Multiple; 
System Management

iSecurity

Syslog (After optional filtering)

(Free)

Typical Syslog Environment

and other SIEM Products
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What Auditors Are Looking For

BEST PRACTICES

• Written Policy that all employees understand

• Continuous Monitoring of Enterprise Security Activity

• Rules to Enforce Security Policy 

• Real-time Alerts of Exceptions to Policy
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What Auditors Are Looking For

BEST PRACTICES

• Data Retention

• Relevant Reports for mgmt and auditors

• Being pro active
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What Auditors Are Looking For

BEST PRACTICES

• Also be aware of other uses of  this information

– How your systems run

– How your applications run

– What your users are doing

– Volume of remote and local activity
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• Single SYSTEM for all audit & compliance recording

• Single APPLICATION for all audit & compliance

• Single TEAM to train and operate audit and 
compliance reporting 

• Single LOOK & FEEL  presented for reporting from 
multiple platforms

• Dependent upon source systems for data

Benefits of Integration
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Issue Real-Time Alerts via iSeries Action

QAUDJRN 
(Audit)

Network 
Security 
(Firewall)

MSGQ

(Audit)

Database 
Journals 

(AP Journal)

Authority changes 
(Authority on 

Demand)

Real-Time Alert handling in iSeries

Execute CL 
Scripts

Send e-mail Write to MSGQ Write to 
SYSLOG

Send SMS, 
SNMP, 
Twitter, etc.
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Syslog in iSecurity

• iSecurity sends Syslog security event information 
originating from:

–the system’s infrastructure (QAUDJRN, network 
access, virus detection product, user profile changes 
including requests for stronger authorities, etc.) 

–business-critical applications (not only field level writes 
& updates but also unauthorized READ accesses to 
sensitive data)
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Syslog in iSecurity (cont’d)

• iSecurity includes advanced filtering capabilities to select 
which events are sent to SIEM for analysis can control 
Syslog “traffic”

• “Super fast” iSecurity Syslog implementation enables 
sending extremely high volumes of information with 
virtually no performance impact.

• Syslog message structure is easily definable by each 
site and can include event-specific values such as user 
profile name, field-level “before” value, etc.
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Use Cases 
(names available upon request) 

•Large insurance company
–Sends all field-level data changes via AP-Journal’s 

Syslog facility to RSA enVision
–Monitors changes to ensure that only authorized 

PROD* users who also have “change” authority change 
data by more than X% or Y (amount)

–>1000 transactions/second are sent via Syslog; CPU 
overhead <1%

–Manage journal change file on PC rather than on IBM i
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Use Cases 
(names available upon request)

• Large insurance company (cont’d)

– Planned integration of Syslog from iSecurity Audit 
(based on QAUDJRN system journal) and iSecurity 
Firewall in 4Q11-1Q12 

– Provides field-level change reports to corporate and 
application managers
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Use Cases
(names available upon request)

• Very large mortgage bank

– Monitors all Firewall rejects
– Monitors all QAUDJRN system journal activities via 

Audit
– Syslog sent to Arcsight for Firewall+Audit forensic 

analysis
– Used for providing reports to internal and external 

auditors
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Use Cases
(names available upon request)

• A large airport authority

- Sent alerts to internal AS/400 message queues for 
years. Now they use SNMP to send to their SIEM

- All definitions of new user profiles with high authorities, or 
changes to such user profiles, are sent via SNMP.

- They will soon implement the "mass SNMP" capability, i.e. 
they will define which audit types NOT to send SNMP traps 
for, and all QAUDJRN entries with the other audit types will 
automatically be sent, en masse
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Syslog Attribute Definitions

For each alert 
message, the 
“First level 
message” (&1) is 
appended to the 
pre-defined 
Message 
Structure.

Syslog Severity 
range can be 
defined.

This option 
shown on 
following slide.
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Set Syslog handling per Audit sub-
type

Severity level can 
be set for each 
audit entry-
type/sub-type 
combination.
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Variables beginning with & are replaced with
actual event values. &DPRICE(B) is the previous
price (“before value”) of the item.

Defining Syslog message format
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Note real-time user-defined messages from 
AP-Journal containing previous and new 
quantity and price values.

Syslog Messages in (free) Kiwi 
Syslog Daemon
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Syslog messages written when special 
user authority added or removed. Note 
multi-product, multi-system & multi-IP
messages.

Syslog Messages in (free) Kiwi 
Syslog Daemon
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Syslog Messages in a console  
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• Single:

– SYSTEM for all audit & compliance recording 

– APPLICATION for all audit & compliance

– TEAM to train and operate audit and 
compliance reporting 

– LOOK & FEEL  presented for reporting from 
multiple platforms 

– Dependent upon source systems for data

Review



Software Engineering of America www.seasoft.com

Thank You!

Visit us at 

WWW.SEASOFT.COM

sales@seasoft.com

516-328-7000


