
With PortalGuard, users can securely 

authenticate and manage their portal login 

credentials directly from a Web browser, 

while providing administrators with 

functionality to meet or exceed their 

security objectives and achieve compliance 

with government and industry regulations.  
 

PortalGuard’s numerous configurable 

password and authentication features allow 

administrators to implement processes for 

stronger and consistently secure 

authentication, thus preventing 

unauthorized access and assuring 

compliance auditors that data is protected. 

 

Principal Features and Benefits: 

Easy and highly secure access to IBM 

WebSphere Portal, Lotus Domino, and 

Microsoft SharePoint/IIS 
 

Leverage Microsoft Active Directory 

password and password policies for 

smooth authentication and password 

management — Reduced passwords, 

password prompts and password stores 
 

Enable secure self-service password 

recovery and management using 

multiple challenge question-and-

answer functionality  

Active Directory password reset 

from logon screen 

End IT staff’s task of resetting 

users’ forgotten passwords 
 

Stronger authentication by requiring 

username, password and challenge  

question response to gain access 
 

 

 

 

 

One-time password (OTP) functionality 

offers a strong two-factor approach to 

authentication, which avoids the typical 

issues associated with static passwords. 
 

Verbal Authentication allows the Help 

Desk to easily prove the identities of 

users calling in. This is done with the use 

of a highly configurable challenge 

question and answer functionality. 
 

Powerful authentication and password 

security features: 

Automatic alerts for three-strikes 

and timeouts 

Strike-out limits by person, group 

and hierarchy 

Customizable password strength 

rules — password strength 

validation 

Prevent multiple sessions with the 

same credentials 

Lockout inactive users after ‘n’ 

days 

Set password expiration intervals 

Audit/Log user login activity 

(invalid usernames, last login, 

etc.) 

 

Easy Deployment 

Server-side software requires no 

hardware or changes to Active Directory 

No end-user set-up 

 

System Requirements  

IBM Lotus Domino, IBM WebSphere 

Portal or Microsoft SharePoint/IIS 

Supports IBM System i, IBM AIX 5.1 or 

higher, Linux, Sun Solaris Ultra SPARC 

Microsoft Windows Server 2003/2008 
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Strengthening authentication to adapt to changing circumstances, PortalGuard  

delivers browser-based security and authentication control capabilities for IBM Lotus 

Domino, IBM WebSphere Portal and Microsoft SharePoint/IIS 

Is Your Web 
Point of Access 
Secure? 


